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1 Introduction

VRM eXport Wizard 2.10 introduces a new look and feel of the graphical user interface and some UX
changes. In general, the VRM eXport wizard is a software tool that allows you to export video directly from
the VRM and to convert exported video data to mp4. You can find the VRM eXport wizard setup file in the
VRM Master Installer or in the bonus directory of the BVMS zip file. Exports made with the VRM eXport
Wizard 2.10 can be open in BVMS (Viewer) 9.0 or newer. In this document we describe how to use the VRM
eXport Wizard for either export of video data and conversion of the exorted video data to mp4.

With the VRM eXport Wizard 2.10 encrypted and unencrypted VRM recordings can be exported (VRM block
export) from any video surveillance system based on Bosch Video Recording Manager (VRM) and exported
recordings can be converted to mp4-files. Therefore, the VRM eXport Wizard 2.10 offers - similiar to the
previous version - the following two options, compare also Figure 1:

« Export Video Recording Manger recordings of cameras
« Convert already exported data to MP4 files

VRM eXport Wizard 2.10 ? X

Welcome BOSCH

With this tool you export large amounts of video data and store it on different storage media.

Video Recording Manager eXport Wizard
V R M Version 02.10.0008

ex 0 rt This wizard will guide you through creating exports of camera streams that have been recorded
p by the Video Recording Manager system.

W iza r'd The network will be scanned for Video Recording Manager systems. This may take a few seconds.

As soon as the scan is finished, click 'Next >' to continue.

Select processing

® | Export Video Recording Manager recordings of cameras

Convert already exported data to MP# files

Figure 1
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2 Use cases

2.1 Mass-export for evidence retrieval

When using the VRM eXport wizard for export, the VRM eXport wizard does not convert (transcode) the
video but copies it in it's original format to the specified storage location. This makes the VRM eXport wizard
very suitable for mass-exports in case of, for example, incidents in which the authorities require a copy of
large volumes of video. The storage hardware performance (source and destination) determines the actual
speed of the export process and the VRM eXport wizard allows to limit the export speed to prevent recording
gaps for cameras that actively record on the storage device.

2.2 Mass-export for remote IVA fine-tuning

Exports made with the VRM eXport wizard include IVA metadata. You can use Forensic Search on the
exported video (including metadata) to come to an acceptable number of search results covering a specific
time frame (for example, one day). You can open the corresponding IVA script using the context menu (right
click) in the image pane. Copy the script into the IVA configuration of the camera, and the camera applies the
Forensic Search parameters to its alarm configuration. The image below visualises this process.

Reduce search results to
acceptable level by adjusting the
Forensic Search rules.

Copy IVA script in camera configuration to move Forensic
Search configuration to camera alarm configuration.

2.3 Mass-export for troubleshooting

As the VRM eXport wizards exports the recorded video without changing its format, it is also the ideal tool to
troubleshoot potential errors in the recorded video. The technical support teams might ask you to use the
VRM eXport wizard to export video information so they can investigate the root cause of certain issues.
Please make sure you select the right camera and time frame related to the issue you experience.
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3 Export VRM recordings

To export recordings, no matter if encrypted or un-encrypted recordings, from a video surveillance system
based on VRM, the user first needs to select and connect to the Bosch VRM system that contains the source
video data the user wants to export.

You need to login to the VRM with the right user permissions. When using BVMS, we recommand to use an
existing BVMS user account for this.

UserGroupsI Enterprise Access - O |
— User Properties |
= [_]R User groups
= R Admin Group User Properties
L dmin

Account is enabled
= R Operator Group

mario -
: ‘ Full name Mario

Description test

Password

[] User must change password at next logon

Enter new password
Confirm password
Apply

. Note: New users are created without any password.
»-.lr.) Please change the password immediately!

To optimize the data traffic, the user can further select the number of maximum sources exported in parallel
and set the maximum bit rate used per source, see Figure 2.
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VRM eXport Wizard 2.10 ? X

Select Video Recording Manager and optimize data traffic Bosc H

Select the Video Recording Manager system that contains the source video data. Set the maximum number of data sources to be read in
parallel and limit the bit rate per source to ensure that the export does not affect running recordings.

Video Recording Manager selection

V R M IP address/URL https://192.168.1.170 b
eXport

. User name srvadmi n|
Wizard
Password
Connection Chedk Now

Optimization of data traffic

4

Maximum sources in parallel 3

Maximum bit rate per source unlimited

Figure 2

The maximum bit rate per source is depending on the storage hardware performance. Bosch storage
devices (DIVAR IP, DSA E-series) are tested with 20% read speed, compared to their specified recording
speed. For the DIVAR IP 7000 R2 this means, for example, 20% of 475 Mbit/s = 95 Mbit/s. We generally
recommend to use 50% of the read performance of the device for export purposes. For the DIVAR IP 7000
R2 this means you should configure the VRM eXport wizard to ~50 Mbit/s. Increasing the read speed might
cause recording gaps or result in strange behaviour when operators try to replay video footage. This still
allows your video surveillance operators to replay video footage from the device and allows cameras to
continue to record on the device. The table below shows an example calculation of export times considering
certain replay speeds.

Speed (Mbit/s) Data volume (GB) Video (2 Mbit/s, Hour) Export time (Hour)
50 250 284 ~12

100 250 284 ~6

50 500 568 ~23

100 500 568 ~11

Considering the example presented in the table above, you are exporting video at 23x the recording speed
when exporting at 50 Mbit/s or 51x the recording speed at 100 Mbit/s.

Note: To avoid any performance loss of the VRM system it is not recommended to run the VRM eXport
Wizard on the same hardware as the VRM itself or any other system critical server (e. g. VRM server, BYMS
MS, etc.).

In the next step (Figure 3) the user selects the cameras and the time period that shall be included in the
export. Additionally, the user can change the name of the export file and add a comment.
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VRM eXport Wizard 2.10 ?X
Select Cameras and Time Period
Select the cameras and the time period that shall be induded in the export. You can also name the export and add a comment. BOSCH

Camera selection

Export name
MName - P export_2020-08-25_11.26.24
78.114 160.10.78.114
Camera 1 (160.10.137.29) 160.10,137.29 Time period
' Camera 33 160.10.137.33
V| Camera 35 160.10.137.35 2
Camera 61 160.10.137.61 From |24/08/2020 ~ | [11:26 2]

To |25/08f2020 * | |11:25 |2

Comment

Connection established Select Al

Deselect Al

Figure 3

Once the user is done with the camera selection, the export destination has to be selected in the "Select

Type and Destination" window, see Figure 4. Here the user can choose between CIFS export, iSCSI export
and export to a file system.

Note: The tape export some users might know from previous older versions is no longer supported since
VRM eXport Wiyard 2.00.
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4= VRM eXport Wizard 2.10 ? X

Select Type and Destination
Select the type and destination of the export. BOSCH

Type and destination

) CIFS export  Share

User name

Password

) iSCSI export  IP address
Target 0

LUN 0
‘@ Export to file system
Path resentations\VRMeXporter2.10\out

Figure 4

Once the destination is selected, the export process can be started. The VRM export Wizard informs about
the current status of the export process and tells the user when the export is completed, compare Figure 5.
The exported blocks can now be found on the before choosen destination platform.

Please note for mass exports, if the overall export time is longer than the respective retention time for a
camera not all video data might be exported before being overwritten / deleted.

As already mentioned above, this export procedure works for unencrypted as well as encrypted VRM
recordings (encrypted and unencrypted VRM blocks).

Unfortunately, for playback of the exported material we have to differentiate between encrypted and
unencrypted exported recordings. For playback of unencrypted video data exported by the VRM eXport
Wizard BVMS is the best choice, as the user can then also take advantage of the meta data like IVA
information. For now, this is not possible for encrypted recordings, because the re-import of encrypted VRM
block exports is not yet supported. Instead, the user has to take advantage of the new mp4 conversion
functionality of the VRM eXport Wizard. Of course, the conversion also works for unencrypted recordings.
Both cases are explained in this document aswell.

3.1 Determine the mapping of raw video data to a camera

The export of VRM recordings results in a data folder keeping the exported raw video data. In the uppermost
folder of an export there's a file named "info" without filename extension. The info file is openable via text
editor and gives a hint where the raw video data of each camera is stored. The info file shows in the first 4
lines general information about the export. The following lines show the allocation of the numbered folders to
the exported raw video data of each camera. Each allocation starts with a number in square brackets
indicating the name of the folder, where the raw video data is stored. The next two lines refer to the name
and IP address of the camera the raw video data was generated. The last two lines of the allocation block
"line" and "instance" are neglible information. The next number in square brackets indicates another
allocation. So for example if you have two folders 4 and 7 in your selected export folder, you can simply
check the content of the info file to find out the camera name and its IP address, see Figures 5 and 6.
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|:| Name

A
7
Figure 5
[4]
name
address
line
instance
[7]
name
address
line
instance
Figure 6

Date modified

1/29/2020 3:42 PM
1/29/2020 3:42 PM

= Camera 61 A

160.10.137.61

1
1

= Camera 134

= 160.10.137.134

1
1

9 of 13

Type

File folder
File folder
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4 Convert already exported data to mp4

To convert VRM block exports to mp4 format the user has to choose the option "Convert already exported
data to mp4-file", see Figure 6.

Limitations:

» Max file size per MP4 file is 500 MiB

VRM eXport Wizard 2.10 ? X

Welcome BOSCH

With this tool you export large amounts of video data and store it on different storage media.

Video Recording Manager eXport Wizard
V R M Version 02.10.0008

ex o rt This wizard will guide you through creating exports of camera streams that have been recorded
p by the Video Recording Manager system.

W iza r'd The network will be scanned for Video Recording Manager systems. This may take a few seconds.

As soon as the scan is finished, click 'Next >' to continue.

Select processing

Export Video Recording Manager recordings of cameras

® | Convert already exported data to MP4 files

Figure 7

4.1 How to convert unencrypted recordings to mp4?

In the "Select exported data for conversion" screen the user can choose the source, in this case
unencrypted recording blocks, and the output directory, where the mp4 files shall be saved to, Figure 7. To
choose the exported VRM blocks, which shall be converted to mp4 format, the user has to navigate to the
corresponding camera folder and has to select the related BIN.file. This is illustrated in Figure 8. For
unencrypted VRM blocks no further information is needed and conversion can be started by pressing the
next button in the "Select exported data for conversion" screen.
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£ VRM eXport Wizard 2.10 ? X
Select exported data for conversion BOSCH

Select the folder in which the exported raw video data is kept.

Settings

Select source

VRMeXporter2.10\bins\export_2020-01-29_09.36.11\4\0

mm o

Source is encrypted

Select redundancy key for decryption (optional)

@

Password

Used keys

Select output directory

tecording Manager\04_Presentations\VRMeXporter2.10\out

Browse

Figure 8
A Select first video source file >
™ « bins » export 2020-01-29.09.36.11 » 10 » 0 v U Search0 »
Organize ~ New folder E- @ 0
VRM_Exporter2.0 “ Name Date modified
VRM Training WordD 2019
- raining _Tord-ocs | HDDOOOO.BIN 1/29/2020 9:58 AM
VRMeXporter2.10
bins
export_2020-01-29_09.36.11
4
10
0
out
05_GUI
06 Videos
N7 To oo In..ll__annis 4 ( )
File name: |HDDOOOO.BIN ~|  HDD0000.bin (HDDOOOO.bin)
% | Open |V| ‘ Cancel ‘
Figure 9
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Similar to the export procedure the VRM eXport Wizard also shows the status of the conversion process.
Once it is successfully finished, the screen will look like in Figure 10.

=Y VRM eXport Wizard 2.10

Menitor the conversion

Monitor the progress and status information of your conversion.

BOSCH

VRM
eXport
Wizard

Finished

Status | Details

11:33:07 Starting conversion ...
11:33:07 1GE of datain folder C:

104_160,10,137.104_1

11:33:10 Conversion progress 30%
11:33:14 10 file(s) created.

11:33:14 Success: Conversion finished

Users\vcs'\Documents\Test_YRMeXporter2, 00\Indoor_export_2020-03-09_13.07. 25\17\0" will be converted.
11:33:09 Data will be saved to folder C:\Userslves\Documents\Test_VRMeXporter 2,000OutputiCamera

Running time:  00:00:07

Mew conwversion

o o

Figure 10

4.2 How to convert encrypted recordings to mp4?

The conversion of encrypted VRM blocks starts in the same way as the "unencrypted recordings" case
above. However, in the "Select exported data for conversion" screen the user needs to add a valid
redundancy key for encryption. Therefore, the checkbox "Source is encrypted" needs to be checked and the
redundancy key (a .pfx file) needs to be selected and the password needs to be entered, as demonstrated in

Figure 10 and Figure 11.
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£ VRM eXport Wizard 2.10 ? X

Select exported data for conversion
Select the folder in which the exported raw video data is kept. BOSCH

Settings

Select source

VRMeXporter2.10\bins\export_2020-01-29_09.36.11\4\0 @

Select redundancy key for decryption (optional)

v/ | Source is encrypted ter2.10\bins\key22112019.pfx @

Password ssssee Add key

Used keys

Select output directory

tecording Manager\04_Presentations\VRMeXporter2.10\out

Figure 11
N Open X
&« v P « (04_Presentations » VRMeXporter2.10 » bins » v O | Search bins ]
Organize ~ New folder =y m @
~
04_Presentations " Name Date modified
00_DIP2000
- export_2020-01-29_09.36.11 7/2/2020 9:45 AM
01_Sales export_selection.png 1/30/2020 9:56 AM
02_Market-Infarmations 4 key22112019.pfx 11/22/2019 5:14 PM
Cost-Comparison_byAndy
VRM_Exporter2.0
VRM_Training_WordDocs 2019
VRMeXporter2.10
bins
out
Camera 61 A_160.10.137.61_1
05_GUI v £
File name: |key22112019.pfx v || Any File () v/
| Open |V| ‘ Cancel ‘

Figure 12
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