using System.Net;
using System.IO;
using System.Text;

// this is universal method, valid for camera or decoder, so any device
//declare the method within the class ClientScript
private void RequestURLdevice(string lcUrl)
	{ 
	try
{
    HttpWebRequest req = (HttpWebRequest)WebRequest.Create(lcUrl);
    req.Timeout = 10000;
    req.UserAgent = "Code Sample Web Client";
    req.Credentials = new NetworkCredential("service", "WSS4Bosch!");
    req.PreAuthenticate = true;

    using (var resp = (HttpWebResponse)req.GetResponse())
    {
        Api.ApplicationManager.ShowMessage("Device responded OK: " + resp.StatusCode);
    }
}
catch (WebException ex)
{
   HttpWebResponse resp = ex.Response as HttpWebResponse;
	if (resp != null && resp.StatusCode == HttpStatusCode.Unauthorized)
    {
        // Try manual Basic Auth fallback
        Api.ApplicationManager.ShowMessage("Retrying with manual Basic Auth...");
        string credentials = Convert.ToBase64String(Encoding.ASCII.GetBytes("service:WSS4Bosch!"));
        HttpWebRequest req2 = (HttpWebRequest)WebRequest.Create(lcUrl);
        req2.Timeout = 10000;
        req2.UserAgent = "Code Sample Web Client";
        req2.Headers[HttpRequestHeader.Authorization] = "Basic " + credentials;

        using (var resp2 = (HttpWebResponse)req2.GetResponse())
        {
            Api.ApplicationManager.ShowMessage("Device responded OK (manual header).");
        }
    }
    else
    {
        Api.ApplicationManager.ShowMessage("Error: " + ex.Message);
    }
}
	}
	
// this method is to send request to camera
//declare the method within the class ClientScript

	private void RequestURLdecoder(string lcUrl)
	{ 
	try{
	// *** Establish the request HttpWebRequest 
		HttpWebRequest loHttp = (HttpWebRequest)WebRequest.Create(lcUrl); // *** Set properties 
		Api.ApplicationManager.ShowMessage("url is: " + lcUrl);
		loHttp.Timeout = 10000; // 10 secs 
		loHttp.UserAgent = "Code Sample Web Client"; 
		// device (camera, decoder) autentication
		//loHttp.Credentials = new NetworkCredential("service","WSS4Bosch!");
		//loHttp.PreAuthenticate=true;
		
		string username = "service";
		string password = "WSS4bosch!";
		string credentials = Convert.ToBase64String(Encoding.ASCII.GetBytes("service:WSS4Bosch!"));

		loHttp.Headers[HttpRequestHeader.Authorization] = "Basic " + credentials;
		

	// *** Retrieve request info headers 
		HttpWebResponse loWebResponse = (HttpWebResponse)loHttp.GetResponse(); 
		loWebResponse.Close(); 
		}
		catch (Exception mye)
			{
			Api.ApplicationManager.ShowMessage("I cought exception: "+ mye);
			}
	}

	// this method is to send request to camera
//declare the method within the class ClientScript

	private void RequestURLcamera(string lcUrl)
	{ 
	try{
	// *** Establish the request HttpWebRequest 
		HttpWebRequest loHttp = (HttpWebRequest)WebRequest.Create(lcUrl); // *** Set properties 
		Api.ApplicationManager.ShowMessage("url is: " + lcUrl);
		loHttp.Timeout = 10000; // 10 secs 
		loHttp.UserAgent = "Code Sample Web Client"; 
		// device (camera, decoder) autentication
		loHttp.Credentials = new NetworkCredential("service","WSS4Bosch!");
		loHttp.PreAuthenticate=true;
		
		

		
	

	// *** Retrieve request info headers 
		HttpWebResponse loWebResponse = (HttpWebResponse)loHttp.GetResponse(); 
		loWebResponse.Close(); 
		}
		catch (Exception mye)
			{
			Api.ApplicationManager.ShowMessage("I cought exception: "+ mye);
			}
	}



[Scriptlet("f1d9d801-5e1d-48fd-a7fa-d141953b1c5b")]
    public void OSDonDecoder()
    {
        // sends rcpp comand over cgi to a decoder to print OSD Test to monitor 1 pane 1
		RequestURLdecoder("HTTP://172.16.50.37/rcp.xml?command=0x0090&type=P_UNICODE&direction=WRITE&num=257&payload=0x005400650073007400");
		Api.ApplicationManager.ShowMessage("requested");
    }
		

    [Scriptlet("eb408e85-5195-4872-b55a-06ef144654c9")]
    public void removeOSDonDecoder()
    {
         // sends rcpp comand over cgi to a decoder to print OSD Test to monitor 1 pane 1
		RequestURLdecoder("HTTP://172.16.50.37/rcp.xml?command=0x0090&type=P_UNICODE&direction=WRITE&num=257&payload=0x00");
    }
[Scriptlet("3060cc6f-d158-4818-881e-d6acd4647ca8")]
   public void RCPRelayOn()
        
    {
      RequestURLcamera("HTTP://172.16.50.19/rcp.xml?command=0x01c1&type=F_FLAG&direction=WRITE&num=1&payload=1");
	  Api.ApplicationManager.ShowMessage("requested");
    }

    [Scriptlet("94cd692a-e08d-45e4-b6fe-d506cf1cf404")]
    public void RCPRelayOff()
       {
      RequestURLcamera("HTTP://172.16.50.19/rcp.xml?command=0x01c1&type=F_FLAG&direction=WRITE&num=1&payload=0");
	  Api.ApplicationManager.ShowMessage("requested");
    }

    [Scriptlet("714856e8-3f4b-407e-8d61-eb2e53e45366")]
     public void RCPRelayOffdevice()
       {
      RequestURLdevice("HTTP://172.16.50.19/rcp.xml?command=0x01c1&type=F_FLAG&direction=WRITE&num=1&payload=0");
	  Api.ApplicationManager.ShowMessage("requested");
    }

    [Scriptlet("fa357b1c-4296-4365-a21e-8eeac1105c8a")]
    public void RCPRelayOndevice()
        
    {
      RequestURLdevice("HTTP://172.16.50.19/rcp.xml?command=0x01c1&type=F_FLAG&direction=WRITE&num=1&payload=1");
	  Api.ApplicationManager.ShowMessage("requested");
    }

