// ScriptType: ClientScript
// ScriptLanguage: CS
using System;
using System.Diagnostics;
using System.Collections.Generic;
using log4net;
using Bosch.Vms.Core;
using Bosch.Vms.SDK;
using System.Net;
using System.Net.Http;
using System.IO;
using System.Text;
[BvmsScriptClass()]
public class ClientScript : IDisposable
{
private readonly IClientApi Api;
private readonly ILog Logger;
public ClientScript(IClientApi api)
{
this.Logger = LogManager.GetLogger("ClientScript");
this.Api = api;
}
public void Dispose()
{
// Use this method to cleanup any resources here (consider fully implementing the Dispose pattern).
// For example, stop and dispose any started timers. Ensure that all threads that were started are stopped here.
// DO NOT BLOCK in this method for a very long time, as this may block the applications current activity.
}
private void RequestURL(string lcUrl)
	{ 
	try
{
    HttpWebRequest req = (HttpWebRequest)WebRequest.Create(lcUrl);
    req.Timeout = 10000;
    req.UserAgent = "Code Sample Web Client";
    req.Credentials = new NetworkCredential("service", "password");
    req.PreAuthenticate = true;
 
    using (var resp = (HttpWebResponse)req.GetResponse())
    {
    //    Api.ApplicationManager.ShowMessage("Device responded OK: " + resp.StatusCode);
    }
}
catch (WebException ex)
{
   HttpWebResponse resp = ex.Response as HttpWebResponse;
	if (resp != null && resp.StatusCode == HttpStatusCode.Unauthorized)
    {
        // Try manual Basic Auth fallback
        Api.ApplicationManager.ShowMessage("Retrying with manual Basic Auth...");
        string credentials = Convert.ToBase64String(Encoding.ASCII.GetBytes("service:WSS4Bosch!"));
        HttpWebRequest req2 = (HttpWebRequest)WebRequest.Create(lcUrl);
        req2.Timeout = 10000;
        req2.UserAgent = "Code Sample Web Client";
        req2.Headers[HttpRequestHeader.Authorization] = "Basic " + credentials;
 
        using (var resp2 = (HttpWebResponse)req2.GetResponse())
        {
         //   Api.ApplicationManager.ShowMessage("Device responded OK (manual header).");
        }
    }
    else
    {
        Api.ApplicationManager.ShowMessage("Error: " + ex.Message);
    }
}
	}

    [Scriptlet("59070df5-17f1-4430-b2de-505c5934a269")]
    public void RCPRelay()
    {
        RequestURL("HTTP://<device ip address>/rcp.xml?command=0x01c1&type=F_FLAG&direction=WRITE&num=1&payload=1");
		//Api.ApplicationManager.ShowMessage("requested");
    }
}

