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1. Document information

Project BVMS 13.1

Reference Upgrade guide

1.1. Version history

Date Description

2025-12-22 Initial release for BVMS 13.1

2026-02-10  Added information about SNMP service change

2| 45

Copyright IQSIGHT B.V. All rights reserved, also regarding any disposal, exploration, reproduction, editing, distribution, as well
as in the event of applications for industrial property rights.



2. Introduction

This document should help you to make the upgrade process as smooth as possible. The upgrade
itself is not restricted to BVMS software only. The supported software and firmware versions can be
found in the release notes of the related BVMS version.

© Notice!

Exit Configuration Client and Operator Client on all affected computers before you start the
upgrade process. In some case, especially when the system load is high, we recommend
stopping the Central Server service before starting setup.

0 We recommend to upgrade BVMS in steps. Each version should not be more than ~two years
apart. This prevents potential issues in the upgrade process. For example, when you want to
upgrade from BVMS 11.0 (launched in May 2021) to BVMS 12.0 (launched in March 2023) no
additional step is needed. However, when you want to upgrade from BVMS 10.0 to BVMS 12.0
we recommend to upgrade to an arbitrary BVMS release in between those versions to reduce
the risk of something going wrong in the upgrade process. You can find the exact release
dates in the software service and support documentation.

Please be aware, that attempt to upgrade from BVMS version older than 9.0 to BVMS 13.0 or
higher will fail.
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3. General preparations

3.1. Checklist

This chapter provides a check list to be considered before starting the upgrade. Check the system
requirements for your desired BVMS feature with the BVMS datasheet available in the Online Product
catalog. Before starting the upgrade process, consider and check the following points:

Check

Description

Read the Release Notes, which also include a list of the available patches for the specific
version.

Make sure that the upgraded license activation codes for the new version are available.
As a precaution have an Emergency Backup license at hand.

Consider restrictions of the new version.

Make sure that the hardware environment (servers, workstations, network, storage,
keyboards) is up-to-date, is working stable and that there are no other issues which
could negatively affect the upgrade process.

Ensure that your network is configured correctly for huge amounts of cameras, for
example use separate VLAN for up to 2000 cameras so that not more than 2000
cameras are located in one subnet. Have a network and/or IT systems specialist
available.

Get all information about network infrastructure and system design. The network design
guide, published as an article on the Bosch Building Technologies Community, lists some
best-practices regarding network infrastructure design.

Make sure how to handle redundancy solutions. Have a specialist available if necessary.

Collect all logon credentials for PCs and other devices belonging to the system.

Be prepared for a possible failure of devices. Prepare a backup plan if possible.

Discuss the required downtimes with the customer. The times for the different steps are
mentioned below. The downtime for the individual recordings should not be longer than
the time for the encoder's firmware upgrade.

Check deviations from the standard software (for example, dome driver protocols) and
have them at hand. Check if these are compatible with the new version.
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Check  Description

Make sure that all Operator Clients and Configuration Client were logged on to the
Management Server at least once. This is required for an Auto Deployment of the SW for
the clients. During Setup, Configuration Client must be closed.

Make sure to save all the pending configuration changes and trigger the activation of the
configuration in the Configuration Client.

Be sure to have the latest supported firmware available for all IP devices.

Backup all individual configurations and important logbooks (for example user settings,
which is described in an article on the Bosch Building Technologies Community). Do not
delete logbook files (BVMSLogbook.mdf, BVMSLogbook.ldf). Note: The encoder's
Intelligent Video Analytics / Motion+ settings remain untouched.

Check if there are other individual settings (e.g. Time Server) in the BVMS
CentralServer.exe.config and note them (do not reuse the file after upgrade!)

Check the multicast settings of all devices (the multicast settings will be lost after the
firmware upgrade if you come from a firmware < 4.0 and have to be reconfigured).

Check if an external SQL server is installed and connected (this situation is described in
an article on the Bosch Building Technologies Community).

Make sure that the host name of the Management Server was not changed since the first
installation.

Otherwise the SQLDB migration for the logbook will fail. If the host name of the
Management Server has changed, change the following registry key:

[HKEY_LOCAL_MACHINE\SOFTWARE\BVMS\Installer\SelectedValues]"LOGBOOKDB_SER
VER"="<hostname>\BVMS"

Replace the <hostname> with your current hostname of the SQL server or (local) if you
run the default local SQL Server.

Before the upgrade, download the required OMF files from the Bosch Building
Technologies Community.

3.2. Version specific changes

3.2.1. BVMS 13.1

Plain text search / Al Search

Newly introduced Al Search feature requires additional Al Video Processor Service as one of the
system components. This service is installed separately - it's not included in the standard BVMS
setup.
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3.2.2. BVMS 13.0

Certificate replacement

Starting with BVMS 13.0, new certificates are being created. Please note, that old set of certificates
(BVMSRoot, BoschVMS) will be removed and replaced with the new certificates (VMSRoot, VM Leaf)
during the upgrade.

Certificate validation

Additional certificate validation option is available. When installing BVMS on a client machine, please
consider using the appropriate setting:

= Validation should not be enabled if client machine is expected to communicate with BVMS 12.3
or lower server versions, including subsystems in the Enterprise scenario

= In other case, it is recommended to enable validation, however please consider additional
configuration effort required to ensure the server certificate is trusted on each and every client
machine

Object visualization on a map

New metadata service is introduced which requires port 5460 to be available — please consider it if
own firewall settings are used.

If object visualization was used in combination with BVMS 12.3, please consider necessary steps to
enable it in 13.0, since configuration aspects where changed.

SNMP service

Starting with version 13.0, BVMS uses new SNMP service, instead of Windows SNMP. This change is
a prerequisite for SNMPv3 support in later versions.

As a result, standard Windows SNMP service is disabled during BVMS setup, to avoid conflicts.

If Windows SNMP service is required for other, non-BVMS purposes, additional configuration steps
might be needed - please see SNMP chapter below.

3.2.3. BVMS 12.3

End of Life — Mobile Video Service (MVS)

Mobile Video Service (MVS) component was removed from BVMS with this release. After the
upgrade, MVS will not be available anymore and will be removed from the configuration. Please
ensure, that your system doesn't require MVS anymore before proceeding with the upgrade.

3.2.4. BVMS 12.2

OpenlD Connect / IdP integration

IdP integration requires a new communication port (5422) to be opened on the server if special
firewall settings are implemented. This port is used to communicate with the new BVMS Authorization
Service.

WebView2 Runtime
BVMS 12.2 requires WebView2 Runtime to be available on the machine where the client application is
running in order to properly display the content which requires WebView2 control (ie. HTML, TXT,
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MHT files, external webpages and widgets, External IdP login window). Therefore, if such files will be
used or if integration with the external IdP is configured, please ensure that the WebView2 Runtime is
available, as it is not deployed with the standard BVMS setup.

Please note:

= Windows 11: WebView2 Runtime should be available by default as one of the OS components.

= Windows 10: WebView2 Runtime is available with the most recent versions or installed with the
Windows Updates. Therefore, it is strongly recommended to apply all the Windows Updates
before installing BVMS 12.2 on the client machine.

= Other Windows versions or Windows Server: WebView2 Runtime is not deployed by default
and should be installed manually on the target machine.

= DIVAR IP appliances: WebView?2 Runtime is installed together with the System Manager
package of BVMS 12.2. No further actions are required.

MS SQL Server 2022

BVMS 12.2 uses MS SQL Server 2022 for the Logbook and the Audit Trail databases. Therefore, in
case of the migration scenario from the older BVMS version, MS SQL Server version might be
updated. Please note, that due to this fact the upgrade process might take few minutes longer than
usual.

3.2.5. BVMS 12.1

Setup

When updating DIVAR IP appliance, managed by DIVAR IP System Manager, special corresponding
packages are required to upgrade BVMS on these devices. Regular BVMS installer cannot be used
anymore to update BVMS on DIVAR IP. Please note, that previous BVMS release (12.0.1) was the last
version supported for DIVAR IP 7000 R2 (DIP-71xx) appliances.

DIVA Gene CT Operating Minimum Update Remarks
RIP ration N System BVMS method
version
AiO 1 DIP- Windows BVMS 9.0 System Installation of System
5000 52x  Server 2016 Manager Manager 2.1 required as
R2 package prerequisite.
AiO 1 DIP- Windows BVMS 9.0 System Installation of System
7000 72x  Server 2016 Manager Manager 2.1 required as
R2 package prerequisite.
AiO 2 DIP- Windows BVMS 10.1.1  System Upgrade from Software
7000 73x  Server 2019 Manager Center to System Manager
package 2.1 required as prerequisite.
AiO 1 DIP- Windows BVMS 11.1.1  System
400 44x  Server 2022 Manager
0 package
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DIVA Gene CT Operating Minimum Update Remarks

RIP ration N System BVMS method
version

AiO 1 DIP- Windows BVMS 11.1.1  System

600 64x  Server 2022 Manager

0 package

Camera FW support

It is recommended to ensure, that all the cameras are added to the BVMS with “Secured connection”
option enabled. Please consider making this change before or after the upgrade.

Before re-configuring the camera or upgrading the camera firmware please make sure, that ports
required for BVMS connection are still open and available, as well as all the system components
(including decoders) are compatible with this firmware version.

DVR 600 support

BVMS 12.1 does not support DVR 600 recorders anymore. If those devices are added to the system,
after upgrading to BVMS 12.1 it will not be possible to communicate or retrieve the video anymore.

3.2.6. BVMS 12.0.1

Audit Trail

In order to use the Audit Trail feature, please make sure to install the additional component of “Audit
Trail database"” (deselected by default) during BVMS installation. Therefore, if it is intended to use the
Audit Trail feature, instead of using "Update now" option, please follow all the setup steps and make
sure that required component is installed. Installing Audit Trail database will require additional 10GB
HDD space to be reserved. Please ensure, that sufficient HDD space is available before starting the
setup.

Once installed, Audit Trail has to be enabled in the BVMS Configuration Client settings. It is advised to
enable it after performing initial system configuration.

Audit Trail feature is not supported and cannot be installed on DIVAR IP 7000 R2 (DIP-71xx)
appliance, running Windows (Storage) Server 2012 operating system.

Setup

When updating BVMS on a DIVAR IP appliance, in most of the cases System Manager with a package
should be used. For those appliances, where System Manager is a standard way of upgrading, usage
of standard BVMS setup is blocked. Please find more details in the table below.
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DIVA Gener CTN Operating Minimum Update Remarks

RIP ation System BVMS method
version
7000 2 DIP- Windows BVMS 6.0 Standard BVMS 12.0.1is the last
71x Server 2012 setup supported version.
R2 Audit Trail feature is not
supported.
AiO 1 DIP-  Windows BVMS 9.0 System Installation of System
5000 52x  Server 2016 Manager Manager 2.1 required as
R2 package prerequisite.
AiO 1 DIP- Windows BVMS 9.0 System Installation of System
7000 72x  Server 2016 Manager Manager 2.1 required as
R2 package prerequisite.
AiO 2 DIP- Windows BVMS 10.1.1  System Upgrade from Software
7000 73x  Server 2019 Manager Center to System Manager
package required as prerequisite.
AiO 1 DIP- Windows BVMS 11.1.1 System
4000 44x  Server 2022 Manager
package
AiO 1 DIP- Windows BVMS 11.1.1 System
6000 64x  Server 2022 Manager
package

3.2.7. BVMS 12.0

Privacy overlay

Please make sure that a workstation with proper GPU is used for the Privacy overlay feature. In case
of any doubts, please refer to the BVMS Release Notes or further technical documentation. In order to
use Privacy overlay, a system license is required. Switching on Privacy overlay may have an impact
on decoding performance in the Operator Client. Please refer to the Decoding Performance sheet for
details.

Setup

With BVMS 12.0 and Privacy overlay feature, two different types of setup are introduced:

= BVMS Setup (standard) - not containing Al packages for Privacy overlay feature
= BVMS Setup with Al - including Al packages for Privacy overlay feature

Please refer to the table below for applicability of setup packages.
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Component BVMS Setup BVMS Setup Comments
(standard) with Al

BVMS server yes yes BVMS Setup with Al can be

(standalone) used to allow No-Touch
Deployment of Al packages for
connected clients, while
standard setup is generally
sufficient for the server.

DIVAR IP yes no BVMS Setup with Al is not
supported on DIVAR IP. Privacy
overlay feature can only be
used on workstations
connected to DIVAR IP.

BVMS Operator Client no yes BVMS Setup with Al is required

with Privacy overlay for all the workstations, where
Privacy overlay feature will be
used.

BVMS Operator Client yes yes BVMS Setup with Al can also be

without Privacy overlay used if Privacy overlay is not in
use, while standard setup would
be sufficient.

When updating BVMS on DIVAR IP only, Setup (standard) should be used. Installing Setup with Al (for
Privacy overlay) is not supported on DIVAR IP appliance, but can be used to update the BVMS
Operator Client workstation connecting to DIVAR IP.

Workstation monitoring

Workstation monitoring service requires a new communication ports (5410 and 5411) to be opened if
special firewall settings are implemented.

Video Recording Manager (VRM)

For BVMS 12.0 the VRM needs to be updated to version 4.10. Previous versions have not been tested
in combination with BVMS 12.0 and may not work as expected.

Live and replay page on Video Recording Manager (VRM)

The live and replay pages of VRM 4.10 allow web access to live and recorded footage of cameras
managed by this VRM. When upgrading from previous versions of the VRM this setting will be
available. In order to disable the feature you need to execute the setup with a command line
parameter.

BVMS_Setup.exe /v"HIDELIVEREPLAYPAGE=1"
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Video Streaming Gateway (VSG)

For BVMS 12.0 the VSG needs to be updated to version 9.0. Previous versions have not been tested
in combination with BVMS 12.0 and may not work as expected.

Tattile cameras

Due to the changes in the Tattile camera firmware, after updating to BVMS 12.0 please perform the
following steps:

= Upload the new “"LPR_Event_Template.txt" file to the camera

= Open "Edit" dialog for the Tattile camera and press "Authenticate"” to retrieve updated
information from the camera

= Verify, that correct "Device Serial Number” is displayed on Properties tab.

Application permissions

BVMS 12.0 provides new permissions for different kind of BVMS applications to be configured in the
Configuration Client. After upgrading all existing user groups will keep access to all applications.
Please consider to remove unwanted or not required permissions.

Playback restriction for users without live permissions

Starting with BVMS 12.0 operators that have playback, but do not have live viewing permissions for a
camera will not be able to see the most recent recordings (last 60 seconds) for this camera. Please
contact tech support if this behavior does not fit your expectations.

3.2.8. BVMS 11.1.1

Colored Timeline

BVMS 11.1.1 supports timeline coloring for recording triggered by motion and alarms. How useful this
coloring scheme is for you may vary with your use cases. Also the new coloring scheme may appear
to be confusing. Therefore the timeline colors are switched off by default. To enable timeline coloring
in the Operator Client, go to the User Settings dialog and enable the corresponding setting.

SRTP for camera platforms CPP13/14

BVMS enables secure UDP streaming for camera platforms CPP 13 and CPP 14. If this setting is used
with firmware 8.45.0017 or lower (CPP13), 8.30.0082 or lower (CPP14.1), 8.50.0138 or lower
(CPP14.2) the devices will start streaming multicast even if multicast has not been configured on the
device itself. If your network is not set up properly for multicast this may cause issues. In these cases
it is recommended to switch to TCP live streaming for secured communication environments until
new firmwares have been released for the affected device types.
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3.2.9. BVMS 11.1

Removed functionality

We have removed the following functionality from BVMS 11.1:

1. Routed access: It is no longer supported to directly map ports in your router in order to provide
external access to your devices. Instead, use SSH support (see manual for a description)

Tracking and Recognition Service (TRS)

Full Person Identification functionality for BVMS 11.1 is only offered with TRS 3.0. If Person
Identification was used in BVMS 11.0 (or older), please make sure to update TRS to version 3.0 before
upgrading BVMS to version 11.1.

Licensing

BVMS <=11.0 BVMS > 11.0
Encoder < CPP7.3 (VRM, Live only, Local Storage, Failover, Secondary)  |channel count channel count
Encoder >= CPP7.3 (VRM, Live only, Local Storage, Failover, Secondary) |channel count encoder count
Onwif cameras (Bosch & 3rd party) (Live only, VSG) channel count encoder count
VSG Bosch cameras < CPP7.3 channel count channel count
VSG Bosch cameras >= CPP7 3 channel count encoder count
VSG Jpeg cameras channel count channel count
VSG RTSP cameras channel count channel count

For BVMS 11.1 the license counting for multichannel encoders was changed as depicted in the
following table.

This means that for devices falling into a category with encoder count in the BVMS > 11.0 section,
only one channel license is counted for the whole encoder respectively VSG device.

Video Recording Manager (VRM)

For BVMS 11.1 the VRM needs to be updated to version 4.02. Previous versions have not been tested
in combination with BVMS 11.1 and may not work as expected.

CPP13/CPP14 device support

= |f you already have CPP13 or CPP14 cameras configured, you need to run the update device
capabilities in the Configuration Client to bring the system up-to-date.
Also make sure to check the camera and recording settings in the Configuration Client to see if
the settings are matching.

= A configuration that relies on streams being switched for recording is not supported for CPP13
and CPP14 cameras.

= CPP13 and CPP14 cameras have a new feature that automatically lowers the frame rates of
streams to avoid overload scenarios. BVMS has no influence on this. Please refer to the
camera documentation
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Divar IP (DIP-52, DIP-71, DIP-72)

In contrast to previous releases the Divar IP models DIP-52, DIP-71 and DIP-72 can be updated by
purely running the BVMS intallation. An additional DIP installer package is not needed. For DIP-73 the
Device Management component is responsible of performing the update.

3.2.10. BVMS 11.0

Removed functionality

We have removed the following functionality from BVMS 11.0:

1. Map migration: if you're upgrading BVMS 8.0 or older to BVMS 11.0, you should upgrade to at
least one version (for example, BVMS 9.0) in between 8.0 and 11.0 to migrate you maps to a
new dataformat.

2. SMS gateway: The SMS gateway is no longer supported. In concrete it is not possible any
longer to cause an event to trigger the sending of an SMS. Also the corresponding
functionality has been marked as obsolete in the SDKs and will not work anymore.

3. The Digital Monitor Wall control has been removed and can no longer be displayed in the
Operator Client. Use Monitor Groups instead. Previously configured DMW will be lost after
upgrading to BVMS 11.0, therefore please make sure to finish migration to MG before
upgrading.

For a comparison between the feature sets of the Digital Monitor Wall and the Monitor Groups,
please refer to System Design Guide.

4. Protection Inspection Service: The Protection Inspection Service has been removed.

5. ASF export: Video export in the ASF format is not longer possible. SDK methods are marked as
obsolete. Calling these methods will create a MOV or MP4 exports instead of ASF, depending
on the method.

6. DiBos/BRS: The DiBos and Bosch Recording Station integration into BVMS is no longer
supported. You will not be able to connect to such devices, especially you cannot view video
streams or archives.

Video Recording Manager (VRM)

For BVMS 11.0 the VRM needs to be updated to version 4.00. The Operator Client can only connect to
an older VRM in backwards compatibility mode if the VRM is configured as part of an older BVMS. Do
not operate a VRM < version 4.00 that is configured at a system running BVMS 11.0.

With BVMS 11.0 installation no firewall rules are included to open RCP+ ports 1756 and 1757 for VRM
connection, as secured connection is preferred by default. If needed to still use RCP+ ports, firewall
has to be configured manually.

SDKs

The Server and Client SDKs have been rectified in their error handling behaviour. Especially with
respect to permission handling methods may now throw an SDK exception in case of missing
permissions of the caller. Please check the SDK documentation for details on each method.
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XmlConfigurationEncryption tool (BIS integration)

If you are using the XmlConfigurationEncryption tool to edit configuration files like for the BVMS/BIS
integration, you need to create an unencrypted copy of the corresponding configuration file before
updating to BVMS 11.0. For better security the underlying encryption mechanism of
the XmIConfigurationEncryption tool has been changed for BVMS 11.0 which prevents it from being
able to decrypt configuration files created with previous versions of the tool.

In order to migrate your BIS configuration file (or other file managed through the
XmlConfigurationEncryption tool), proceed as described in the following steps:

1. Before updating to BVMS 11.0, open the corresponding configuration file with the current

version of XmlConfigurationEncryption.exe. Copy the readable configuration data to another

file and save this file.

Remove the original, encrypted configuration file (.cxml).

Update to BVMS 11.0.

4. The automatically generated new configuration file can be opened with
XmlConfigurationEncryption. Paste the configuration data from the unencrypted backup file
into the XmlIConfigurationEncryption tool and save the configuration file.

w N

The migration is now complete and the configuration file can now be edited with the
XmlConfigurationEncryption tool as before.

Hint: For security reasons you should keep the unencrypted copy of the configuration data at a safe
place.

Licensing

After updating the BVMS system to BVMS 11, the software licenses have to be migrated from the
Bosch Software License Manager System to Bosch Remote Portal
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4. Upgrade with Software Assurance PRO to BVMS 11.0

4.1. Introduction

This document describes how you can migrate existing activated BVMS licenses from the Bosch
Software License Manager System (SLMS) licensing system to the new Bosch Remote Portal
licensing.

In general only systems with a valid Software Assurance (SMA) PRO can upgrade to the next BVMS
version. You can check the software assurance status in the SLMS system. In case the software
assurance is expired, order an SMA expansion for your system.

Note:

With the new licensing technology in BVMS 11.0, BVMS uses a new algorithm to create the unique
identifier of the system. This identifier is called "fingerprint". Because of the new algorithm to
generate the unique identifier, you can not upgrade the licenses directly with the upgrade process.
The upgrade process generates a new software order ID that you have to activate manually in the
Remote Portal together with the new unique identifier.

4.2. Glossary

Changes in the terms for licensing:

Bosch Software License Manager Bosch Remote Portal

Authorization number 3 Software Order ID
Computer Signature / Hardware ID 3 System Fingerprint
Computer Signature / Hardware ID 3 System Info File
Activation Key J» Activation File
© BOSCH EWOEEE (@) Remote Portal

iwented for life

Plug-and-play connec

o gt

Welcome To the License Manager!

Welcome to the Remote Portal Please login
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4.3. Check software assurance status in the Bosch Software
License Manager System (SLMS)

To check the software assurance status of the system in SLMS, open the License Status page in
SLMS and enter either the Authorization Number, Activation Number or Hardware Id.

P @i oo (s mcntoe ST VS s
BOSCH

Invented for life

4 Homepage

Bosch Security Systems
Software License Manager

License Status

Enter one of the following to determine the status of the associated Maintenance Agreement (Valid, Expired,
or Cancelled) and other software license status information

Authorization Number: l:l =

Or

or

Help

S = e e e e e
BOSCH

Invented for life
4 Homepage 4 Bosch Security Systems

Bosch Security Systems

Software License Manager License Status

er Operations

Maintenance Agreement Current Status: Valid
Maintenance Agreement Expiration Date:  30-Apr-22
Company:
License Commercial Type Number: MBW-BPRO-101
License SAP Number: FO1U388482
Installation Site: Test Activation 2
Installation Site Comment:
Autherization Number: 4493 9566 5186 3503
Activation Key: B0BD 4C1E E18A 5218 CDS0 DF31 9B52 4583 6T3C 22F3
Hardware IO (Computer Signature): 300420211 111 1111111111111034

| License Activation Status: Activated

Help

If the system has a valid software assurance status until the official release date of BVMS 11.0, you
can upgrade the system to BVMS 11.0!
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4.4. Upgrade license to BVMS 11.0

To start the upgrade process to BVMS 11.0, search for the system under My Activations:

D o Comomenmmn Lo ookt ST VL oz
BOSCH

Invented for life

4 Homepage 4 Bosch Security Systems

Bosch Security Systems
Software License Manager

My Activations
Customer Operations
Select a Product Famihf | BVMS ~
“Your Product Activations are listed below. Export to Excel
System Installation Current .
" - Comment N Next Version Upgrade
Identifier  Site Version Pg
1 2019 verson poses mxiend
]m 1113412 tf"“ gration . et migration 1 10 the current
2021 1202 maintenance
agreement
2011 2018
11 1111 License is not eligible
M1 1111 EENTEEL =0 10 upgrade
1111833
3004 2021
M1 1111 Test
= 4411 1111 Activation 2 o ne LT
1111034
Authorization 4493 9566 9186 3803 WBV-BPRO-101(1}
Humber MBV-XCHAN-101{10)
Activation  60BD 4C1E E18A 521B CDS0 DF31 9B52 45B3 673C |MBV-XDVR-101(5)
Key 22F3

Click here to activate new licenses.

If a system is entitled to upgrade to the next BVMS version, the Upgrade button is available. In this
example the red marked system has a valid maintenance agreement to upgrade to BVMS 11.0. The
other systems are not allowed to upgrade to BVMS 11.0.

When you click the Upgrade button, the migration process of the license from SLMS to Remote Portal
starts.

4 ™ ’ Remote Portal
BT  remero )

SLMs
t: file of th vosen P
generd e:;r:t?n': e orthe + Translates profile in

«  SLMS user BVMS 11 CTN's and
«  Country stores relevant data.
«  Order number base . oGrirs;?rla[;e software
. ngEgnd date + Sends software order — )
«  Hardware ID ID to user (shown in - =
= All active licenses SLMS) Follow license activation

Upgrade . N J process in the remote portal

Login to SLMS and
press the upgrade
button

Note: the software order ID will be presented in SLMS, once the upgrade process is

completed, this takes 10 to 30 seconds!
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4.5. Start the upgrade process

In order to start the upgrade process, click the Upgrade button of the system:

Cmese @ Cotat Copume oo Loguhacs oo SRS W oo
BOSCH

Invented for life

Welcome manuelhepting@gmx.de

Bosch Security Systems
Software License Manager

My Activations
Select a Product Family:

Customer Operations

“Your Product Activations are listed below. Export to Excel
System Installation Current .
\dentifier  Site Comment Version Next Version Upgrade
1111 2018 To upgrade to the next
1111 1111 test migration ) version please extend
1111 1342 1 test migration 1 101 the current
2021 1202 maintenance
agreement
2011 2018
111 111 License is not eligible
111 1111 fest maSot - to upgrade
1111 1933
3004 2021
A1 11 Test
11 111 Activation 2 101 o | Uipryavie
1111 1034

Click here to activate new licenses.

The SLMS system starts the upgrade process. During collecting data and creating the software order
ID, the system displays Upgrading....

e e e e e e ==
BOSCH

Invented for life

4 Homepage

Bosch Security Syslems ‘Welcome manuelhepting@gmx.de

Software License Manager

My Activations
stomer Operations
Select a Product Family: | BVMS ~
Your Product Activations are listed below. Export to Excel
System Installation Current -
\dentifier  Site Comment Version Next Version Upgrade
1111 2019 To upgrade to the next
I testmigraton - version plesse exlend
1111 1242 1 est migration E. curren’
2021 1202 maintenance
agreement
2011 2016
11 1111 License is not eligible
111 11 test hmaso -1 to upgrade
1111 1933
3004 2021
111 1111 Test -
111 1111 Activation 2 101 o Upgrading...
1111 1034

Click here to activate new licenses.
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Once the upgrade is finished, the system displays the following information:

e e e e e e e =)
BOSCH

Invented for life

Bosch Secu ty Syslems Welcome manuelhepting@gmx.de

Software License Manager

My Activations

\Activation for HWID 3004 2021 1111 1111 1111 1111 1111 1034 successfully upgraded I

Select a Product Family: | BVMS v

Customer Operations
» My Activat

“Your Product Activations are listed below. Export to Excel
System Installation Current .
\dentifier  Site Comment Version Next Version Upgrade
12019 versiohploss exend
RARU RN test migration "
1111 1342 1 test migration 1 10 tne_ current
2021 1202 maintenance
agreement
2011 2018
1111 111 License is not eligible
qiqqgg testhmaset - to upgrade
1111 1933
3004 2021
1111 111 Test License does not have
AN Activation 2 no a higher version Upgicds
1111 1034

Click here to activate new licenses.

When you click + next to the hardware ID, you see the software order ID:

e e e e e e
BOSCH

Invented for life

. Wel hepti d
Bosch Security Systems elcome manuelhepting@grmx de

Software License Manager

My Activations

\Activation for HWID 3004 2021 1111 1111 1111 1111 1111 1034 successfully upgraded

Select a Product Family: | BVMS

Customer Operations

“Your Product Activations are listed below. Export to Excel
Systemn Installation Current .
L . Comment - Next Vlersion Upgrade

Identifier Site Version Pa
1111 2019 To upgrade to the next

ST testmigration (Lo . Tersion please extend
11342 1 est migration e curren
2021 1202 maintenance

agreement

2011 2018
A1 1111 License is not eligible

Eyqqq qqqq  teSthmaSot = 1o upgrade
1111 1933
3004 2021
111 1111 Test License does not have

E‘Hﬂ 1111 Activation 2 o a higher version Upgrade
1111 1034
“our license is successfully upgraded to BVMS11.0.
Please go to Bosch Remote Portal to activate your license. o
hitps:/iremote.boschsecurity.com/ Send Email
“four software id: aBa%ea7e-d512-4c3a-931e-bBT040225880

Click here to activate new licenses.

In order to activate the BVMS 11.0 license, copy the software order ID and start the activation process
in Bosch Remote Portal.
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4.6. Data transfer from the Bosch Software License Manager
System to the Bosch Remote Portal

During the license upgrade from BVMS 10.1 to BVMS 11.0, the license migrates from the SLMS system
to the Remote Portal system. The following data transfers from the SLMS System to the Remote Portal
system:

= All active licenses on the computer signature
= Software assurance end date
= Assigned country to the SLMS user ID

Not visible for users, only transferred for documentation reason:

= The old unique identifier of the BVMS system, called computer signature
= User ID of the SLMS user that requests the migration
= Order number of the base package
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5. BVMS initial license activation

Introduction
This section describes the initial license activation process of BVMS licenses.
Follow these steps:

= Collect system info file from the BVMS system

= Claim ownership of the software order ID in the Remote Portal

= Activate the software order ID with the system info file in Remote Portal and download the
activation file

= Add the activation file to the BVMS system to enable the software

How to get started

Open your BVMS Configuration Client application and sign in with the BVMS administrator user
account.

After you successfully logged in, you see the following BVMS message. It tells you that the system is
currently running in an unregistered mode and that you have to activate your license package.

Cenfiguration Client *

The system is currently running in an unregistered mode,
Please activate your license package,

Directly click on OK. Since you want to initially activate a license, the license status is “not activated"”.
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Activate a license

License Manager - X

License status o license found

System fingerprint  *1XH EFYLBCCW GTDY  Copy

Installation site

To obtain an active license you need to execute the following steps:

Step 1: Click Add... to enter the Add license dialog

Step 2: Save your system info to a file

Click the Save button and a file with the system info is created. Safe the system info file on your
computer.

Note: If you do not have internet access on the computer where your BVMS application is installed,
transfer the system info file to a computer with internet connection.

Step 3: Go to remote.boschsecurity.com to generate your activation file

Click the link and the Bosch Remote Portal website displays. You can either sign up or login in case
you already have a user account.

@ BOSCH =
Invented forlife @ Remote Portal

Plug-and-play connectivity

Connect devices to the Remote Portal securely and without changes to local network.
Remote access is set up easily with minimal time needed.

Welcome to the Remote Portal Please login

Bosch Remote Portal connects you to your Bosch Security devices from anywhere and lets you perform remote administration and
maintenance anytime.

Registration is free. sign Up
ssword?
) keep me foggea n

In case of an initial user account creation, please click Sign Up, fill in the required information and
select the terms of agreement check boxes. After your account is successfully created, you can login
to the Bosch Remote Portal.
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https://remote.boschsecurity.com/login
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Step 4: Follow the instructions on remote.boschsecurity.com/softwarelicensing to generate your
activation file by uploading your system info.

Click the link in Step 3 or directly go to the Software Licensing tab in the Remote Portal toolbar. The
following screen displays:

osch  Manuel Hesting -

BOSCH
@ remote Portal

Systems

23.04.2021 @ 23.04.202113:48 @»
Avaiable Available

e () e

23.04.2021 13:56 ﬁ BLIT test 26.03.2021 @. BVMS Software Order ID @ Emergency test 21.04.2021 ﬁ
Avalable Available Available Available

Producss  NEVELT (3) Products MEERRO (1) Prosucts MEVEENS (10)
HBIXCHANPRO (10)

igi test 3 [ imeligent nsights software oder d 3 [l Lrggansions 26042021 5 [l mexgystemimitcheck plos =
Avalable Available Available Avalable
Producs  wvBuT (10) [ — Producs producs g
jrattv =) ®
s B

Step 5: Claim the ownership of the software order ID in Remote Portal

The software order ID can be obtained by placing a software order or by a upgrading a license from
the Bosch Software License Manager System.

In order to claim the ownership of the software order ID, click Claim Software Order in the bottom
right corner of the display. The Claim Software Order window displays. Click Claim.

X
Claim Software Order
G} To claim a Software Order, copy and paste the Software
Order ID of the e-mail you received into the textbox.
Name
Software Order ID
Visual intelligence for a world uninterrupted. \| » \ 23 | 45
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Step 6: Activate a license

In order to activate a license, click Activate License in the bottom right corner of the display. The
Activate License window opens. Upload the system info file that you saved earlier and fill in the

required information.

BOSCH
Invented for e
Systems  Serviess  Users  Servicelicensing  Software Licensing
Softnare Licani e > 2:ou0
23.04.2021 . .
Available

AddedOn 23 Apr2021 13:54

@ Added By Manuel Hepting

Products

Bosch  Manuel Hesting -

@ Remote Portal

MBV-BLIT MBV-BPLU MBV-BPRO MBV-FMAPLIT
Available Avallable Available Avallable

om meveuT o weveeLy o weverRo
Quanity 60F30 Qunty 36f10 Quanity 9030

o weveweLT
Quntty 10ef10

MBV-FMAPPLU MBV-FMAPPRO MBV-XCHANLIT MBV-XCHANPLU
Available Avallable Available Avallable

o MevrusPRLY o MevAwEPRO TN MBVICHANLT
Quanity 100f10 Quinty  106f10 Quanity 10610

MBV-XCHANPRO
Available

oI MBrICHANPRO.
Quanity  100F10

Activate License

@ To activate / get licence for any one or more of the available
products for this software order, you need to put in the
System Fingerprint where you want to activate.

System Info File *  Upload

Installation Site

Comment {optianal)

Visual intelligence for a world uninterrupted.

\ D\

o MBrxCHANELY
Quny  06f10
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Select the base package to activate it:

X

Activate License

System Fingerprint 50013
Application EVMS | v.11.0.0.1

Select Base Product
[0 weveur
[] w™ev-epLy

MEV-EPRO

There is o Base Product installed for this product family for this System
Fingerprint. Please select a Base Product first and then click "Mext” to select
expansion packages from the Software Order.

Some products might be disabled either becauss:

* there is already an existing product on the System Fingerprint;

* cannot add different products at the same time;

* software version iz not compatible with the product you are trying to add.
In this case please update your saftware version and try again.

Previous Hext

Select the expansion licenses and the quantity to activate them:

X

Activate License

System Fingerprint 90013

Application BVMS | v.11.0.0.1
Select Expansion Products Quantity
[[1 ™Mev-Fmarrro 1 ] A
MBV-XCHANPRO 4 [-]+
MBV-FMAPLIT 1 - s
MEV-FMAFPLU 1 e
MEV-XCHANLIT 1 -+

Some products might be disabled sither becauze
* there is already an existing product on the System Fingerprint;

* cannot add different products at the same time;

* software varsion iz not campatible with the product you are trying to add
In this case please updste your software version and try agsin.
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Step 7: Download your activation file and make it accessible to the BVMS computer

After you successfully added your license, you will see the following license dashboard in the Remote
Portal. Click Download to download the activation file and save it on your computer.

Note: If your BVMS application is not installed on the same computer where your activation file is
saved, transfer the activation file to the computer with the BVMS application.

Bosch | Manusl Hepting v

@ Remote Portal
Systems Services Users Service Licensing Software Licensing
Softwars Licansing 3 MySite
@  ticense was successfully activated
MySite (/)
Installation Site  MySite
ActivationFile  Download
Activated On  17. May 2021 10:20
Activated By  Manuel Hepting
Comment L
MyComment System Fingerprint 90043
Software License ID  94dd6f5b-1a53-4527-50aa-9991 66775369
SMAENd Date  17. May 2021
Product Product CTH Number Sofware Version Guantity
wev-erRo wev-EPR0 L
MEVXCHANPRO VEVXCHANPRO 4
Opening Iservrc_2021517102118 *

You have chosen to open:
|=] servrc_2021517102118

which is: TXT file (23.6 kB)
from: blob:

‘What should Firefox do with this file?
(O Open with Browse...

(®)i5ave File

[[] Do this automatically for files like this from now on.

Cancel
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Step 8: Upload the generated activation file

Go back to your BVMS application and click the Open button under STEP 5 to upload your activation
file. After successfully uploading your activation file, the license status changes to “activated” and

your license information displays.

System Hordware Tools Reports Settings Help

= _ A Y d m C d
= >..-, e B s )@

A

Events

Alzrms

2l

Add license - X

° License has been successfully activated.

STEP 1

Click 'Save...' to save your system information to a file.

Save..

STEP2

Go to 'remote boschsecurity.com' and log in.

remote boschsecurity.com

STEP 3
Fallow the instructions on remote.boschsecurity.com' to generate your license

file by uploading your system information file,

STEP 4

Download your license file and make it accessible to the computer.

STEPS
Click 'Open..." to locate the license file and add it to your systam,
Open...
Close
User groups

() @3 Change device passwords

[3h Enterprise System 1
[, 0VR (Digtl Viceo Recorder)

B Matrix Switches
B eorkstations
[ Wenitors 21
£ Other Devices [12)

License Inspector

License Feature Comparison

for clarification.

If the current system configuration exceeds the limits of the currently installed license, the
configuration cannot be activated. Please compare the ‘License Limit' and ‘Configuration’ values

Video Management System.

ices, for example VRMs or NVRs.
arately

B Lveonly

" Local Storege

@ Unmanaged Sites Feature License Limit Corfiguration
{Encoder and decoder channels | 8 0
Dual recording VRM channels 8 0
Failover VRM channels 8 0
Digtal Video Recorders 1 0
CCTV keyboards 5 0
Mobile Video Services 1 0
Subsystems (] 0
Intusion panels 1 0
Unmanaged stes 1 0
Person Identification channels 0 0
License plate reader devices (] 0
Simuktaneously connected workstations 5 =
Online maps enabled False Faise
Map-based tracking assistant enabled False False
Maximum software version 1m0 11.00.740
Minmum software version 110 11.0.0.740

Now you can start using the full potential of your BVMS application and configure your system by

adding cameras, for example.
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5.1. BVMS 10.1

5.1.1. Access Management System

If you use BVMS 10.0 combined with the Access Management System 2.0, both systems need to be
upgraded. BVMS 10.1 only works with Access Management System 3.0.

5.1.2. Tracking and Recognition Service
If you use BVMS 10.0 combined with the Tracking and Recognition Service 1.0 (Person Identification),

both systems need to be upgraded. BVMS 10.1 only works with the Tracking and Recognition Service
2.0.

5.2. BVYMS 10.0.1

5.2.1. Exports using the SDK

To prevent SDK applications to overwrite existing files a whitelist needs to be defined. Without the
whitelist existing SDK application might not be able to export video footage. The details are described
in the SDK documentation.

5.2.2. Machine dependent configuration encryption on operator clients

From BVMS 10.0.1 onwards the configuration file stored on the operator client can only be decrypted
by the workstation that downloaded the file from the BVMS management server. Another machine
cannot decrypt this file.

5.2.3. SDK changes

Some inner exceptions that are triggered by the SDK might have changed. The outer exceptions are
consistent to previous versions of the SDK. The SDK might also trigger exceptions in cases that are
not handled gracefully. The core functionality of the SDK and its limitations are still consistent with
previous versions.

5.2.4. Automated firewall configuration
After you have upgraded to BVMS 10.0.1 we recommend you to remove the manually created firewall

rules in the Windows firewall. The BVMS set-up will, in the future, take care that the rules are updated
according to changes in the system behaviour.

5.3. BVMS 10.0

When upgrading to BVMS 10.0 the following changes should be considered.
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5.3.1. Video Streaming Gateway 7

For BVMS 10.0 the ONVIF event handling mechanism has been moved from the BVMS management
server to the VSG. When a system is upgraded to BVMS 10.0 the ONVIF event management of
existing cameras is not changed. ONVIF cameras which are added to the system after the upgrade
will automatically use the event handling mechanism embedded in the VSG. It is strongly
recommended to move the event handling of the existing ONVIF cameras (described in the BVMS
configuration manual) to the VSG as well.

The event handling mechanism in the BVMS management server will be removed in BVMS 11.0.

5.3.2. BIS configuration file password encryption

The configuration of the password which the BIS client to start the BVMS Operator Client is
encrypted. This configuration is described in the BVMS 10.0 - BIS connectivity guide.

5.3.3. Digital Monitor Wall (DMW) and Analogue Monitor Groups

In BVMS 10.0 the functionality offered by the Digital Monitor Wall and the Analogue Monitor Groups
has been consolidated into the Monitor Groups. Analogue Monitor Groups are automatically migrated
to the new Monitor Groups. It is strongly recommended for customers to move their Digital Monitor
Wall configuration to the new Monitor Groups. The Digital Monitor Wall functionality will be removed
from BVMS 11.0.

5.3.4. DIVARIP AiO Upgrade

When upgrading a DIVAR IP AiO to BVMS 10.0, the following information should be taken into
account:

TSG: Upgrading VRM from 32bit to 64bit on DIVAR IP causes Transcoder to stop functioning

5.4. BVMS 8.0

5.4.1. Server and Client scripts

BVMS 8.0 is the first 64-bit BVMS version. When external, 32-bit, DLLs are used these need to be
replaced with their corresponding 64-bit versions. Please contact the DLL supplier for an updated
64-bit version.
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6. Upgrading a BVMS system

6.1. Concepts and changes

6.1.1. Password Security

If in your previous BVMS version the password length for a user was configured to be >0, the Strong
password policy option is automatically enabled for this user after the upgrade.

6.1.2. Compatibility mode

When an operator client is connected to an older version (then itself) of the (Enterprise) Management

Server, it will run in compatibility mode.

1. An operator client cannot connect to a newer (Enterprise) Management Server: the Operator
Client needs be of a higher version than the (Enterprise) Management Server.

2. The compatibility in an Enterprise system is determined by the version of the Management
Server of the Subsystem and the Operator Client.

In production systems it is not recommended to use versions which are released more than two years

apart.
Client Server
14.0 13.1,13.0
13.1 13.0
14.0 13.0, 12.3, 12.2,

12.1,12.0.1

Functionality

Live and playback; favourites and bookmarks;
permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;
alarms, assigning cameras to monitor groups, server-
client certificate validation.

Live and playback; favourites and bookmarks;
permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;
alarms, assigning cameras to monitor groups, server-
client certificate validation.

Live and playback; favourites and bookmarks;
permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;
alarms, assigning cameras to monitor groups.
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Client

13.1

13.0

12.3

12.2

12.1

12.0.1

11.1.1

12.1,12.0, 1111,
11.0, 10.1.1, 10.1

Server

13.0,12.3,12.2,
12.1,12.0.1, 11.1.1,
1.0

12.3,12.2,12.,
12.0.1, 11.1.1, 1.0

12.2,12.1,12.0.1,
11.1.1, 1.0

12.1,12.0.1, 11.1.1,
1.0

12.0.1, 11.1.1, 1.0,
10.1.1, 10.1

11.1.1, 1.0, 10.1.1,
101

11.0, 10.1.1, 10.1

10.0.2, 10.0.1,
10.0

Functionality

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.

Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;

alarms, assigning cameras to monitor groups.
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Client Server Functionality

12.0, 111, 11.0, 10.0 Live and playback; favourites and bookmarks;
10.1.1, 10.1, permissions; pan-tilt-zoom; address book; relay control;
10.0.2,10.0.1 device states; logbook (no event filtering); notification on

configuration changes; changing an operator's password;
alarms, assigning cameras to monitor groups.

11.1, 11.0, 10.1.1, 9.0 Live and playback; favourites and bookmarks;

10.1, 10.0.2, permissions; pan-tilt-zoom; address book; relay control;

10.0.1, 10.0 device states; logbook (no event filtering); notification on
configuration changes; changing an operator's password;
alarms.

1M.1<=5.55 8.0<=5.55 Live and playback; favourites and bookmarks;

permissions; pan-tilt-zoom; address book; relay control;
device states; logbook (no event filtering); notification on
configuration changes.

0 The CameoSDK acts as a Client to the server, and benefits from the same compatibility as the
Operator Client. It is important the CameoSDK is updated with every release, as this allows it
to connect to older as well as the latest BVMS versions.

6.1.3. No touch deployment

As of BVMS 6.0 you can upgrade using 2 different ways when your system consists of multiple
servers and workstations:

= Upgrade your BVMS Management Server computer first to allow Offline Client Operation
(available since BVMS 3.0) and make use of No-Touch-Deployment for the workstations.

= Upgrade your workstations first to allow continued monitoring in compatibility mode with
BVMS 5.5 servers or later.

When you plan to update all workstations and servers, but are not able to do this at once, following
sequence is recommended:

1. Workstations: these will connect to the BVMS management server in compatibility mode.
2. Server: workstations that are not updated will be updated using no-touch deployment.

© Note

The SNMP feature support is optional and required if you like to monitor network devices via
SNMP. The feature can also be independently installed later in the Windows Components
Settings if required.
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6.1.4. Documentation
Documentation and software for Bosch Building Technologies products can be found in the on-line
product catalogue as follows:

Go to the Bosch Building Technologies product catalogue > select your region and your country >
start a search for your product > select the product in the search results to show the existing files.

Additional documentation (like this upgrade guide) can be found in the Bosch Building Technologies
Community > Search for "BVMS".

6.1.5. Automated software deployment

The BVMS Deployment guide, published in an article on the Bosch Building Technologies Community,
describes how the BVMS software can be automatically deployed using command-line arguments in
combination with the setup package. Bosch recommends testing these mechanisms in your specific
environment first.

6.2. Upgrade steps

The following components require upgrading, depending on the existing deployment of your system.
It is recommended to follow the order presented in the list below.

Management Server

Video Recording Manager

Operator Client

Configuration Client

Video Streaming Gateway

Cameo SDK

Mobile Video Service

8. Person Identification Device (covered in separate documentation)

NOoO kWD

Updating takes up to 30 minutes depending on the installed features. The BVMS installation package
can be downloaded from https://downloadstore.boschsecurity.com.

Y
€ Patches

An overview of the latest patches can be found in the latest release notes, which are
published in the Bosch Building Technologies Product Catalogue. Go to the Bosch Building
Technologies product catalogue > select your region and your country > start a search for
your product > select the product in the search results to show the existing files.

6.2.1. Upgrading the Management Server

Copy the BVMS installation package to the management server and start Setup.exe. Follow the steps
presented in the installation wizard to upgrade the Management Server.
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© n some cases, update setup on Windows Server might fail, due to known OS bug (KB
#4506040). In such case, please reboot the system and try running the setup again.

6.2.2. Upgrading the Video Recording Manager (VRM)

Copy the BVMS installation package to the management server and start Setup.exe. Follow the steps
presented in the installation wizard to upgrade the Video Recording Manager.

o In some cases the VRM installation package is separated from the BVMS installation package.
The first VRM needs to be installed from the BVMS installation package, upgrades can also be
installed with the smaller VRM package which can also be found in the
ISSetupPrerequisites\VRM folder in the BVMS installation zip file.

6.2.3. Upgrading Operator Client and Configuration Client

The upgrade task takes approximately 10 minutes per client.

The Operator Clients can be upgraded by the No Touch Deployment or manually upgrading by using
the BVMS installation zip file. Additionally the Client installation package can be extracted from the
Management Server once this has been upgraded. This is described in an article on the Bosch
Building Technologies Community. This package can also be used for software deployment systems.

As soon as the program starts, the program compares the installed version with the version of its last
server connection. The upgrade starts automatically. If .NET framework is installed during Setup, the
upgrade task takes approximately 60 minutes per client, depending on the performance of the used
computer. A computer restart is required during installation of .NET framework. After the restart the
Setup continues as usual. No Touch Deployment only works on computers where Configuration Client
and Operator Client are installed but no other BVMS components.

To run the No Touch Deployment, log on as an administrator. The No Touch Deployment updates
both Operator Client and Configuration Client simultaneously if both are installed. The following
registry key of an Operator Client computer shows the IP address of the last connected Management
Server computer:

\HKEY_CURRENT_USER\Software\Bosch Sicherheitssysteme GmbH\LastConnection

6.2.4. Upgrading encoder / decoder firmware

© Notice!

Ensure that the firmware of your 3rd party cameras that are connected to your BVMS, is on
the latest compatible version.

This task takes approximately 5 minutes per device. When updating devices in parallel, the time might
increase depending on the network speed. The firmware upgrades are performed with the BVMS
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Configuration Client in the IP Device Configuration dialogue. The following steps describe the
upgrade using BVMS Configuration Client.

1.
2.

On the Hardware menu, click Update device Firmware

Select one or more devices with left clicking on the grid. For a multi-select operation please
hold the left mouse button and move the arrow down on the grid. You can also hold down the
CTRL key while you click other devices that you want to select. The selected rows are
highlighted in blue. We do not recommend selecting more than 20 devices per batch upgrade.
Click Update Firmware.

In BVMS 10.0 the update device firmware dialogue was enhanced with the firmware version
and camera platform.

Update device firmware *

() RefreshStates @ SelectAll gy Update Firmware

Type State Display name Device type P address Firmurare version Platform
» = 192.168.20.181 AUTODOME P 7000 192.162.20.181 £.42.0010 CFF4
o= - 192.168.20.182 FLEXIDOME IP panora 192.162.20.182 6.42.0010 CPPE

The [
Here
Vided
Vided
Click]

), 2devices Close

If the combined firmware package is used, multiple devices can be selected for a parallel upgrade.
The upgrade speed depends on the network infrastructure. The Open dialog box is displayed.

1.

Select the appropriate firmware, for example vip_x_app1.fw. Then click Open. The Firmware
upload status dialog box is displayed.

Click Start. Wait until the firmware upload of all devices is finished and the automatic reset of
the updated devices is done. After that the status Available is displayed in the Status column.
Then click Close

6.2.5. Upgrading the Video Streaming Gateway (VSG)

Copy the BVMS installation package to the management server and start Setup.exe. Follow the steps
presented in the installation wizard to upgrade the Video Streaming Gateway.

© n some cases the VSG installation package is separated from the BVMS installation package.

The first VSG needs to be installed from the BVMS installation package, upgrades can also be
installed with the smaller VSG package which can also be found in the
ISSetupPrerequisites\VSG folder in the BVMS installation zip file.
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6.2.6. Upgrading BIS-BVMS connectivity

When using a BIS-BVMS connection, the installation routine will reset the credentials for the

authentication. Make sure that wuser and password is restored in

Bosch.Vms.BISProxy.dll.config in the Management Server's %appdata% directory. Run:

..\<Program directory>\Bosch\VMS\bin\BoschVMSProxyFileInstaller.exe

The following files are copied into the Global Assembly Cache (GAC):

= Bosch.Vms.Core.FeatureSupportinterface.dll
= Bosch.Vms.Core.lUserAuthenticationService.dll

You can check the GAC in C:\Windows\Microsoft.NET\assembly\GAC_32

6.3. Finalizing and confirming the upgrade
We recommend performing the following tasks after the upgrade:

Check  Description

Ensure that all workstations (Operator Client) with alarm handling are updated.

Adjust time server settings (protocol, IP address), if required. BVMS supports SNTP.

file

Check that all workstations with alarm handling are upgraded because newer software
versions connected in Compatibility Mode to the Management Server offer only video

monitoring.

Check correct time synchronization on all devices. Check time zone settings if required.

Check reference images on encoders.

Reinstall special protocols if required.

Check recording status.

Check playback.

Check live images.

Check IntuiKey keyboards and AMGs. Can you log on and control?

Check IVA settings and alarms.

Check multicast settings and confirm the correct function.
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Check  Description

Check Logbook.

Check alarms.

Check Favorites, Bookmarks and user preferences.

Check operation of inputs (Compatibility Mode).

Check recording preferences settings of encoders.

Check SNMP traps.

Check custom scripts.

Check and adjust the load balancing settings of the iSCSI disk arrays.

Optionally check the BIS-BVMS connection.

37 | 45

Copyright IQSIGHT B.V. All rights reserved, also regarding any disposal, exploration, reproduction, editing, distribution, as well
as in the event of applications for industrial property rights.



7. Software development kits

BVMS offers two software development kits (SDKs):

= CameoSDK: this SDK can be used to build an "Operator Client" and handles events and video.
= BVMS SDK: this SDK can be used for events, alarms and commands.

7.1. Upgrading BVMS CameoSDK

€ CameoSDK

If a BVMS upgrade is done, the application using the CameoSDK should be re-compiled
together with the correct CameoSDK version.

Example: you have created a CameoSDK application in the past based on CameoSDK of BVMS 5.5.
The customer now wants to upgrade to BVMS 7.5.

1. Recompile your CameoSDK application against the CameoSDK of BVMS 7.5.
2. Deploy the newly compiled CameoSDK application on the customer PC(s).

7.2. Upgrading BVMS Software Development Kit

This chapter provides information on upgrading BVMS SDK. Although the BVMS SDK is a pure
command SDK (which offers no streaming video functionality), and is downwards compatible, it is
strongly recommended to use the BVMS SDK version found in the BVMS installation directory to
match the version between the SDK and other BVMS components.

€ External DLLs

BVMS 8.0 is the first 64-bit BVMS version. When external, 32-bit, DLLs are used these need
to be replaced with their corresponding 64-bit versions. Please contact the DLL supplier for
an updated 64-bit version.
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8. Migration of a BVMS system

Next to an upgrade, it is sometimes required to migrate an entire system to new hardware and/or a
new operating system. An example could be when an upgrade from BVMS 6.5 to BVMS 9.0 is
planned, which would require the operating systems to be upgraded as well. Depending on the size
and complexity of the system, it is recommended to plan the migration extensively and (optionally)
set-up a test environment to test the migration on a small test-system.

8.1. Migration of Management Server and VRM

The process below was tested using a BVMS 7.0 system as existing system and a BVMS 9.0 system
as new system. The BVMS 7.0 system was running on Windows Server 2008 R2 and the BVMS 9.0
was running on Windows Server 2016. A single camera was connected to this system, configured to
record continuously. The steps below assume the iSCSI targets are not migrated. If this is required as
well, it is highly recommended to split these tasks conceptually.

o If something goes wrong during this process, the new system can be disconnected from the
network and the old system can be re-connected, which will restore the previous state of the
system.

The image below shows the timeline of the existing system (BVMS 7.0) before the migration steps
where initiated.

Ml | & P 371 s 48 % GG OY 2D | [rr0s:25 am 1/ 972019 = ol
E 4 Hours w4 L 10:30:00 AM 11:00:00 AM 11:30:00 AM 12:00:00 PM 12
N ==
m Camera 1 (192.168.20.208) ]

In general, the following generic procedure is recommended.

1. Install the new system next to the old system. The BVMS system components (mainly the
management server and video recording manager) could be deployed with brand-new IP
addresses to make it possible for both the old system and new system to run in the same
network. It is recommended to activate the licenses of the new system before continuing to
the next step.

2. Check the VRM downtime configuration for all configured pools. The minimum configuration is
set to 1 day, this means that the cameras will continue to record even when the VRM is down
for an entire day. This functionality is used to ensure the recording continues while the system
is migrated.

3. Export the configuration from the existing system. After the export the configuration on the
existing system should not be changed!

4. Shutdown the existing VRM server (either by stopping the VRM services or shutting down the
system itself).

5. Import the configuration in the new system. The configuration client will restart and will ask
you to log-in again. Login to the configuration client by using the username and password of
the new system, configured when the license was activated.
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6. Change the IP address of the configured VRM(s): right click the VRM, Edit device. Ensure that
the connectivity between the new VRM and new Management Server is working properly.
Check if the devices (cameras as well as iSCSI targets) configured in the VRM pools match the
configuration of the old system.

7. Shutdown the existing BVMS Management Server (either by stopping the BVMS services or
shutting down the system itself).

8. Save and activate the configuration on the new system. The configuration client is restarted
again. Login to the configuration client by using the username and password of the old system.
If necessary, adjust the username and password of the administrative users to increase the
level of security.

9. Check an arbitrary number of devices on their recording state in the Configuration Client.
These devices should now be managed by the new VRM.

10. Open the Operator Client and check the recording state and timeline of an arbitrary number of
devices.

The image below show the timeline of the new system (BVMS 9.0) after the migration steps where
finalized. As you can see, the existing recordings are available in the new system.
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Q

%

€ Small recording gap

When the default BVMS time-server is used, the change of management server might cause
a small recording gap due to the potential difference in time between the existing
management server and the new management server. In order to reduce the gap (and
possible prevent it) it is highly recommended to ensure a proper time synchronisation
between the existing management server and the new management server.

8.2. Migration of iSCSI targets

When an iSCSI device is out of service, it is recommended to replace this device. Before changing
any settings, the new device(s) should be added to the configuration and functioning as expected.
The configuration manager (this is unfortunately not possible in the BVMS Configuration Client)
allows to set a read-only property on the LUN. Once this is set, the available blocks on the LUN will
not be distributed to the devices, which will prevent new video from being recorded on the specific
LUN, while the recorded video is still available. Once the configured retention time has passed, the
video recorded on the specific LUN will not be available and the device can be shutdown.

8.3. Migration of logbook

The BVMS logbook contains important information as well. This can be migrated from one server to
another, even when the servers contain different BVMS versions. The following steps should be
executed:

1. Stop BVMS Services on old server.
2. Stop SQL service on old server.
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3. Copy the database files file from the old server (MDF and LDF, located in C:
\Programdata\Bosch\VMS\DB).
Optional (start BVMS and SQL services on old services to be up and running again)
Stop BVMS Services on hew server.
Stop SQL service on new server.
Replace mdf and Idf on new server with old files (in the same directory on the new server: C:
\Programdata\Bosch\VMS\DB).
Start SQL service on new server.
9. Run "DBLogbookMigrator.exe" located in the bin directory of the new server installation (If
necessary the database schema will be migrated to the required one).
10. Start BVMS Services on new server.

No ok

©

8.4. Migration of user settings

The user-settings can be exported and migrated to a new system using the following steps.

€ Please note that, currently, the export mechanisms provided in the BVMS Configuration Client
do not export the user-data. This is a known problem and being worked on. Until then this
work-around should be applied

1. Stop the BVMS Central Server service on the existing server from the Windows task manager
or Services overview.

2. Stop the BVMS Central Server service on the new server from the Windows task manager or
Services overview.

3. Copy the contents of the directory C:\programdata\Bosch\VMS\UserData on the existing
server to the same directory on the new server (via the network or other media).

4. Copy the "elements.bvms" file located in the directory C:\programdata\Bosch\VMS\ on the
existing server to the same location on the new server (via the network or other media).

5. Start the BVMS Central Server service on the new server from the Windows task manager or
Services overview.

8.5. Migration of VSG

The Video Streaming Gateway (VSG) can be migrated from one server to another without losing
access to the recorded video. This can be achieved using one of two scenarios: 1) the IP address of
the server will not be changed or 2) the IP address of the server will be changed.

€ When the VSG IP address needs to be changed, the old recordings will not be available.

New server IP address is same as the existing server

1. Stop the VSG services (for all instances) on the existing server.

2. Copy the whole VSG folder located in C:\ProgramData\Bosch| from the existing server to the
new server.

3. Remove the IP address from the existing server and configure the IP address the new server.

4. Startthe VSG services (for all instances) on the new server.

Previous recordings should be available and VSG will continue recording.
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New server IP address has changed
1. Stop the VSG services (for all instances) on the existing server.
2. Copy the whole VSG folder located in C:\ProgramData\Bosch\ from the existing server to the

new server.
3. Launch BVMS Configuration Client, go to edit dialogue of VSG and change the IP address to

the IP address of the new server.

4. Activate the BVMS changes.
5. Start VSG and VRM services on the new server.

Previous recordings are not available and VSG will continue recording.
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9. Troubleshooting

If you import a configuration file with an earlier version in BVMS with the current version, you must
activate the new configuration and restart the BVMS Central Server service. Otherwise new BVMS
events that were added since that earlier version are not available.

9.1. Setup

During Setup an error message can be displayed with the message text cut:

fﬁl Bosch Video Management System Installer Information J

#%% Error in DBManager: Create or migrate Logbook failed.
'-0—' DbManagerManaged: :DatabaseExistsOrCanbeAttache
= df) failed
A network-related or instance-spedific error occurred
while establishing a connection to SQL Server. The s...

Abart Retry Ignore

This error message may be displayed when your SQL server is busy or not available. Perform one of
the following steps to solve the issue:

= Click Retry to retry the migration of your Logbook database after addressing possible causes.

A possible reason is that the SQL Instance BVMS is not started. Please check in Control Panel >
Administrative Tools > Services if the SQL Instance BVMS is started, and start if necessary. Then
click Retry.

or

Press Ignore to continue the Setup without migrating your logbook. You possibly do not have
access to your logbook.

or

= [f your logbook fails because it was not migrated, you can restart Setup later in Repair mode to
repeat the migration.

or
= Press Cancel to abort the BVMS installation.

You can restart Setup later. Your current Logbook and custom data is retained.

9.2. System services

If after installation and restart, in the logon dialog the Management Server is not displayed as online:
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= Check whether the installed services (BVMS Central Server and Bosch Video Recording
Manager) are started: On the Start menu, click Control Panel, double-click AdministrativeTools,

and then double-click Services.

Restart the service

3 Bosch YMS Central Server

Bosch Vide...

Automatic

—
File Action View Help
as |[F o= HFE > a0 w®
Services (Local) ! Services (Local)
Bosch VMS Central Server Mame : Description Status Startup Type Log On As =
) S+ Bosch MVR Service Bosch Metw... Automatic Local System [
Stop the service % Bosch Video Recording M... Started Automatic Local System

Local System

Stop the service
Restart the service

£#3Bosch Video Recording Manager

“: Bosch VMS Central Server Bosch Vide...  Started Automatic Local System

+: Bosch VMS Web Service Host Host proces...  Started Automatic Local System

‘% BranchCache This service ... Manual Metwork Service

“: Certificate Propagation Copies user... Started Manual Local System

i CNG Key Isolation The CNG ke... Manual Local System

s COM+ Event System Supports Sy..  Started Automatic Local Service

S COM+ Systern Application Manages th... Manual Local System -

Started

(+ Bosch VMS Web Service H... Host proces...  Started Automatic Local Systern
Eesc;ﬂ:.ldon: i o . BranchCache This service ... Manual Network Service
t : £ 2 b
oschedicen Managementasmice - Certificate Propagation Copies user ... Started Manual Local System
v CNG Key Isolation The CMNG ke.. Manual Local System
\ Extended /{Standard,/'
© Services =5 o >
File Action View Help
D Ec= HEl > o0
o Services (Local) ' Services (Local)
Bosch Video Recording Manager MName = Description Status Startup Type Log On As &
. Bosch NVR Service k Bosch Netw... Automatic Local System [

Local System

HI

| »

\Ex‘tended /(Standard/(

Note that the BVMS Web Service Host must also be started. Only for Management Server and NVR

Server: |If

the

service is

not

listed, start

the

command

Directory>\bin\serviceinstaller.exe. If installation fails, see the logfile: bvms.log.

Client-Server certificates are installed that are also used by Mobile Video Service.

prompt,

run <lInstall

9.3. SNMP

Starting with version 13.0 (and including later versions), BVMS uses new SNMP service, instead of
Windows SNMP. This change is a prerequisite for SNMPv3 support.

As a result, standard Windows SNMP service is disabled during BVMS setup, to avoid conflicts - it
happens, if the upgrade is done from BVMS 12.3 or lower to BVMS 13.0 or higher.

If Windows SNMP service is required for other, non-BVMS purposes, additional configuration steps
might be needed:

1. By default, BVMS SNMP Server will be running on port 162 in order to maintain the client
system working as before and disable the Windows SNMP Service to avoid conflicts.

2. If the customer uses Windows SNMP Service for other purposes it is necessary to change the
port used by BVMS SNMP Server to other than 162 (note: avoid port used by SNMP Get,
available in CC > SNMP Settings) e.g. 163, to allow Windows SNMP Service run normally and
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avoid conflict, and then re-configure the devices that are communicating with BVMS SNMP
Server to the new port configured (to send the traps correctly) and that will re-establish the
SNMP communication with BVMS.
e C:\Program Files\Bosch\VMS\bin\BvmsSnmpServer.exe.config
e For example: <add key="SNMPTrapPort" value="163" />
« Value changed in <add key="SNMPTrapPort" value="" />

= File where changes are needed:
= After changing the value, restart Windows service 'BVMS Snmp Server'
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